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ABSTRACT
Social network analysis can play significant role in detecting human personality. Consequently, special personality
characteristics can be analyzed to predict potential terrorism actions. These features could be conducted by using
different social representations such as athletics, social and regional characteristics and so on. Data can be mined to
result set of people with common features and categories. Based on that, people can be clustered according to their
affiliation clustering on scale of dangerous and peaceful ones. Herein, a social network partitioning and clustering
model is implemented to detect how close is a citizen to terrorism or a terrorist.
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INTRODUCTION

Predicting the possible activities and patterns of interactions among individuals or groups of individuals considered
as an old and emerge field as well [1], [4], [5]. However, the results, roughly speaking, of such prediction can be
extensively used to manage different fields of life as it will change the ways of implementing different life facilities
such as curing, employing, leading, governing, trade marketing and much sophisticated approaches and techniques
of strategic implementations. This prediction can play significantly in detecting suspects and terrorists in given
society. Many academic and security institution and organization have focus their works on understanding the social
connection among terrorists and their cover networks so that they determine the best strategy of defensing and
attacking them [2], [6]. Predicting suspected people depends on the feature of each person and the social
connectivity of that person. However, the features specification is very important. A terrorist is an ordinary person
who have high weighted affiliation to specific features among others. Most researchers focus their attention on
analyzing terrorists networks to searching for specific role terrorists among others[20],[21].

A person, from the informational perspective, is set of attributes that describe him/ her in any given time within his/
her environment. These attributes would have two different types: static and dynamic. Static attributes are these
features that hardly be changed over time which can be his name, birthdate, eye color, hair color, figure print or any
biometric feature, social security number and so on. Dynamic attributes are the personal features that simply be
changed over time as a result of person interaction with his/ her environment, such as current position, health state,
education, psychological mode, level of awareness, level of threading and so on. The categorical measurement
specification of both the static and dynamic of human attributes may differ for many scholars and purposes.
Computational social science deals with determination of these measurements.

Many researchers conducted to measure different human affiliation to one activity/ behavior or another. These
researches can be found in [3]. However, most scientists are focus on one-time, self- reported data on relationship
[1]. The problem specification of this article is basically on how can we utilize the static information about a
community for predicting terrorists within it, i.e. given social network of set of people and their attribute matrix,
how could we categorize them based on their common behavioral attributes and connection? The social network
depicts the relationships among people and the attribute matrix shows the different scaled measurement features of
each person.

Social network analysis [7] is the study of social interaction among people using any specified social relationship.
Social network analysis SNA theories and algorithms have a wide range of contribution to other similar field such as
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disease modeling [8], [9], biological networks [10], [11], [12], [13], business management [14], [15], [16], [17], and
more.

A social network is the mathematical representation of interactions among people. The mathematical field of study
used for presenting networks and its algorithms is graph theory. A graph G, consist of a pair (V, E),where V refers
to set of vertices or nodes and E refers to set of edges that presented as line connects one node with another.
Individuals in SNA are presented as nodes (or vertices) and the relationships among them are presented as edges
connecting them. The collection of relationships is presented as edges set, where each edge is a pair of individuals or
their vertices. Better presentation of edges set is by using matrix representation. Let A be an adjacency matrix of
PxP values of integer number.
A = {1 if thereis arelationship between personi and j
Y lo otherwise

A;j would represent the relationship between the person in number i with the person in number j. A is
undirected network as the orient of relationship is from both direction. This network may represent any social
relationship as friendship, marriage, work collaboration, joining same club and so on. It is very required to mention
as much relationships as possible. The different collection of relationships can be implemented using extra arrays.

LITERATURE REVIEW

The work on detecting terrorist groups within a community based on their social "interactions" is an old field.
However, Social Networks Analysis SNA is an emerging field, specifically studying properties of interactions
among individuals. Social networks commonly refers to recent web sites that connect individuals with different kind
of relationships as friend requests, following posts, sharing posts, making comments and so on. Social networks can
refer to any social interactions other than the web, as well. Famous social networks include but not limited to
Facebook, Twitter, Instagram, LinkedIn... etc., or to ordinary social knowledge on people groups. Recent scientific
researchers focus their analysis on nodes' (presented by individuals) centralities and links (relationships) statistics.
However, extracting the social network itself considered as a complex mission due to complexity of collecting data.
This complexity comes from :

1- Large number of population which is required to be analyzed.

2- Concern of violating people privacy.

3-  The covert property of terrorists groups within society.

4- If such terrorists' group information collected, governmental agencies would consider these

information as cofidential data.

Moreover, these data are static in term of they are not changing or hardly changing over time. These
information are mainly extracted from the web using many social applications such as UCInet [27], Pajek [28], ORA
[29], and others [3], or extracted by special agreement with resources provider for trading/military purposes as in
mobile phone call places, emails of group of peoples, and etc. Knowledge extraction and preparation can be
achieved by analyzing text messages sent by the group [20], counting the frequent of time being communicated
among different peoples, or analyzing the friend request or likes and much more. Later, extracted entities are
presented by a graph or a network and the relationships as links among them.

Mainly, there are two trends on studying social networks. The first [30], [31] who focuses on clustering algorithm,
e.i. identifying set of objects with similar attributes only. The second [32], [33] focuses on community detection
algorithms, e.i. specifying communities based on the network topology. Recently, many researches deal with
implementing network structure with the node attributes [19], an implementation of combining the community
detection with the use of node attributes. However, these models [20], [21] were not dedicated to discover/ predict
covert or possible terrorist individuals or networks.

MATERIALS AND METHODS

Affiliation Based Individual Clustering

Individual's Affiliation Using Attribute Matrix

An attribute matrix (see matrix (1)) consists of two sets: people set (rows) and attribute set (columns). People are
presented as nodes (refered later as nodes V) such that n represents number of nodes (individuals) within the model.
Attributes, with ¢ variables where each variable represents a measurement or an attribute of any individual such as
age, gender, athnecity, address, political party and so on. Attribute matrix is presented as two dimension array where
rows represent people and columns represent attributes' categories, (n people x c attribute variables):
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X117 - X1i - Xqc
Xj1 .. Xji .. X (D)
Xn1 v Xni .. Xpe

Every individual would be presented with a value, B. This value will present the overall measurement that reflects
the state of an individual based on his/her similarity with others affiliations as well as their connection properties.
These affiliation and connection properties can include suspected/ terrorist features as well as closely existence to
suspected/ terrorist individuals. B is the final evaluation for each person in our model.

Every person, however, has two types of attributes: static and dynamic. The focus of this article would be on static
features only. Dynamic features would in turn be the study of dynamic multilayer networks, which is out of this
research's scope.

In order to measure the contribution of a given person to one category of attribute it can be simply specified by a
value between 0 and 1 for each category. Each of these categories represents social factors that a person has
affiliation with or described by. For example, an educated person with Ph.D. would have 1 value, a person with high
school would have 0.5 value, while an illiterate would have a 0 value (based on sequence of academic degrees
level). Many social and personal features can be used to describe the participant, based on prespecified study. For
example:

1- Education: 0 for no education and 1 for highest degree.

2-  Mobility: 0 for no mobility and 1 for full mobility.

3-  Wealth: 0 for no income at all and 1 for high income.

4- Responsibility: 0 for none and 1 for high level responsibility.

5-  Political power: 0 for none, 1 for joining governing parties.

6- Tribe: 0 for no relationship to tribes, 1 for a relationship to powerful tribes.

And so on.

The Model:
In order to count the final clustering value B for each person within the system, followed algorithm is implemented.
However, two conditions are required initially:

1-  People within the system should be presented as a social network where any two persons would have a
connection (edge) if there is any social connection between them (such as friendship, marriage,
working in the same place, etc.)

2- A connected database system such that it shows the characteristics of each participated person
according to specified categories.

These two condition can be existed within any social networks such that many persons are members of some pages,
or likes same issues and so on. Each of them has a profile within the system such that it contains his/ her
information. However, governments should focus on getting more accurate details their people such that it must
provide military, experience, education, political features to be included in the model other than normal information
provided by social networks as in Twitter or Facebook or etc.

The algorithm below cluster individuals based to their affiliation and participation to specific communities:

1- Dividing the social network into finite number of subnetworks such that each subnetwork is specified for one
affiliation/attribute categories. The existence of one person depends on his/her participation to that category. If
a person does not participate within one affiliation category, then we simply ignore his/ her node and
connections (edges) on that subnetwork. The result of this phase is set of subnetworks which number equals to
number of affiliation categories.

2- For each subnetwork, we apply graph partitioning algorithms [3] to cluster the subnetwork into clusters or
groups of people (nodes) where they internally share maximum number of connection and minimum number
of connection with other groups.

3- Calculate the participation degree of each person within each cluster created in affiliation category. The main
measurements that should be used here are degree, closeness and betweenness centralities.

4- Use a data mining clustering analysis algorithms to calculate the overall measure of a given person.

5- Measure the distance among nodes (two nodes) of the same category affiliation.
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The result of above strategy will be classifying individuals according to their centrality representation within their
own communities. The forth phase rank the individuals according to their similarities. Scientists can implement
specific set of features (such as features of most terrorists) among others and determine the individuals with the most
common features as a candidate for be a terrorist. Moreover, the model propose the distance between two nodes that
belong to the same affiliation cluster. It is important to distinguish between graph partitioning (some time referred as
community clusters) and data clustering, since the first belongs to graph theory field and the last belongs to data
mining field. Graph partitioning is implemented in the second phase to group nodes with high topological
connectivity, while data clustering is implemented in the forth phase of the model above, to group data tuples
(herein, people's B)with high similarity.

Let N = (V,E) be a social network, where V is set of people and E is set of edges among Vs. N would be
partitioned into smaller subnetworks which number equals to number of affiliation categories: U{_, N; = N Such
that c refers to the number of affiliation categories. For each subnetwork N;, number of nodes within it would be
equal to n; = |N;|. The subnetwork N; is constructed as follow: a, b € V. a, b € N; if and only if a, b € N and both a,
b >0 and E(a, b) € N. then E(a, b) € N;.

Figure (1) Sample of Communities in Social Network [18]. A Network is Clustered Using Community Partitioning Algorithm.
Each Color Refers to A Group G;;.

Later, for each N;, we apply the network partitioning algorithm to divide the subnetwork N; into smaller
communities / groups such that nodes in a community are densely connected with each other and have less
connected with others communities' nodes. Herein, we would describe each small connected nodes (a community)
with a label for later distinguishing. The purpose of this step is to specify the densely connected nodes in groups for
measuring the centralities of each node within that group. The number of groups created from partitioning varied for
each subnetwork according to the structure of that subnetwork. The number of (groups or communities or cluster)
should be defined such that it separates highly connected nodes from others. Let k; refers to number of resulted
groups within N;. For each subnetwork N;, G;; would refer to group number j which created within subnetwork N;.
Let G;; be the first group created within N;, G;, be the second group and so on. The processing of phase 1 is
depicted in figure (1). After the partitioning process, each group is labeled so that all nodes belong to that group is
simply specified.

Once we have specified the groups of people in each affiliation category, we can measure the centralities of nodes
within those groups. The most important centralities to use are degree, closeness and betweenness centralities.
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1- The degree centrality refers to number of edges that connect current nodes within the network. Degree
centrality of a node v equals to lzl(—'_’)l such that D(v) = ZL’;'l A,. Note that the network here is undirected.

2- Closeness centrality [25] refers to how close is the current node to other nodes within the network.
Closeness centrality definded as the sum of distances from a current node to all others within the network.

The distance can be mean geodesic distance (shortest path between two nodes), or the sum of geodesic

distances. Closeness centrality of a node v equals to vl such that d,; is the geodesic distance.
Suev\{uyde ()

3- Betweenness Centrality [26] refers to how many times does a node comes in between two other nodes.

Betweenness centrality of a node v equals t0 Y. ¢yt ”;‘(”) such that o, is the total number of shortest path

st
from node s to node t and o, (v)is the number of those paths that pass through node v.
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Figure (2) Network is divided into ¢ subnetworks, then each subnetwork is partitioned, then calculats the
different centralities over each community/ affiliation..

A new resulted matrix describes nodes' affiliation clustering (see matrix (2)). The matrix can be viewed in table (1).
For each v, € V, we shall calculate the degree, betweenness and closeness centralities for any affiliation does that
person belong to. Later, a specific value should be associated to v, equals to group number. Each node in network v;
€ V will have a ¢ vector composed of four values referring to the contribution of v, to the category of attribute i:

[f11 v fuo f1c]

|fj1 o i e e | 2)

lfnl fni ﬁch
Such that fj; ={gi;,D(v;),B(v;),C(v))} , where g;; is the group number in attribute category i,
D(v;), B(v}), C(v)) refers to the degree, betweenness and closeness centrality respectively.

Data Clustering Analysis and Terrorists Detection:

The node affiliation matrix is process to cluster the nodes into k clusters. k is specified by the user, k represents
number of people’s categories s.t. 1 <k < n, n: number of nodes within network N. For example, if k=10 then we are
partitioning the people to 10 different clusters where each cluster contains peoples with highly similar features.
Clustering can be achieved by using data mining partitioning algorithms that divide the data into k partitions such as
k- means algorithm [22], [23] and k — medoids algorithm [24]. Notice that each cluster must contain at least one
node and each node must belong to one cluster only. S, would be equal to the cluster of node v,.
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This model can be implemented over diverse and sophisticated attrubited community. However, most researches on
terrorist networks consider only terrorists network, which means terrorists are already known for authorities and the
model. The scope of this paper is to point out suspected people who share the most common features, within a
dataset contains terrorists and ordinary people. In one hand, authorities have to specify determined features for
clustering and further analysis. In another hand, however, the final data partitioning (clustering) can be oriented to
another direction with the existence of terrorsits attributes such that another data mining approach can be achieved
such as classification and futher predicting.

In general, by having the cluster type of each node, analysis can go further and measure the shortest distance [3]
from current node to other nodes that share the same clustering values. The final A (n X n) matrix would reflect the
possible next suspected individuals who share the same attribiutes. A;; = shortest path(v;, vj) ifand only if B, =

By

J

CONCLUSION AND FURTHER STUDIES

In this research, a mathematical model is presented to detect the suspected people who share the same features with
others. Authorities has to set out the common features required to analyze given set of people. The model will show
the shortest distance from one node to another same affiliated node as a measurement of possiblility to contribute to
the same actions. The disadvantages of this research is the absence of empirical analysis due to absence of complete
dataset. However, this is a novel model as it provides an appropriate methodology to estimate the future terrorist
within given community.

More studies can be achieved on predicting the future terrorist based on behavioral (dynamic) attributes of known
terrorist as well as implementing heuristical analysis to measure the contribution of (nodes on path) to the
relationship between a terrorist and his/ her recruited future terrorist.
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